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Call us on 0800 917 9170
E phishing@santander.co.uk

An introduction to Phishing for
Business and Personal customers

Find out how to spot a genuine email from
a fake and improve your security with this
handy factsheet.

What is phishing?
Phishing is a common form of online crime. It involves creating

genuine looking websites to lure unsuspecting people and business
into releasing their personal information.

The main way criminals get people to visit these fake sites is by
including a link in an email.

How to spot a phishing email

As long as you are aware, it can be easy to spot phishing emails.
Look out for the giveaway signs below:

General greetings — We'll always greet you personally by name.
We never use ‘Dear customer’, ‘user’ or any other generalisation.

Spelling errors — Many phishing emails have bad grammar and
spelling in a bid to bypass spam filters. You can be certain an email
that says ‘bAnk Online with SanTander’ is not from us.

Being asked to enter personal data — We'll never ask for your
Customer ID, PIN, customer reference or answers to personal
security questions in an email.

Our ‘image and phrase’ combination is missing — This is an
extra way to tell if a Santander site you're taken to from an email is
genuine. After you enter your Personal ID when you start logging
in, you'll see your unique image and phrase. If you don't, close the
site and don't input any of your details.

What to do if you get a phishing email

Don't panic. As phishing is a numbers game, scammers send phishing
emails out to a huge number of email addresses hoping just a few
bite. Receiving a phishing email doesn't mean scammers have your
personal details.

Forward anything suspicious to phishing@santander.co.uk

We'll investigate every report we receive although we don't respond to
each email we get.

If you think you may have revealed some of your
personal information

Call us as soon as possible on 0800 917 9170 Monday to Saturday
7am-11pm or Sunday 9am-9pm.

4 ways you can protect yourself
1 Install anti-virus software that includes an anti-phishing programme.

2 Use a web browser with anti-phishing capabilities — Internet
Explorer, Google Chrome, Firefox and Safari all use anti-phishing
protection.

3 Install Trusteer Rapport — the software you can install from the
Security and Privacy section of the Santander site (under the How
do I? tab). It's free.

4 Hover over links before clicking to see the web address it takes

you to.

Now try the quiz on the following pages to see if
you can spot a phishing email.

& Santander
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Quiz

Spot the giveaway signs in these emails

e R
From: ook

Subject: Santander Onkne Baniong Secunty Update

Date: Fri, 13 Apr 2002 07:34:48 0400

&."ﬂ.nlt.irnh'r
Dear Vialued Customer,

Our records at Santander Onbine Bankng have been upgraded to provede Customens
with & faster, sassr and mors sfosnt onking Bankong ©EEnNencE.

All Customrs &g rsguIned B0 updates ther Sotount mformabion.
Sy Account” and Complete the update process.

M"ﬂ"”'ﬂﬂmhﬁwm—&ﬂl
update your information wall kead to

SnCerely,

Onbrng Customer Senace

Santander Bank Member Seraies

\§ J

p
e Ongnal Message -

From: Santander

Sent: Fnday. Apnl 13, 2012 2 16 PM
Subject: Santander - Account Venfication

Dear Valued Customer,

Our records shows that you were unable to complete

the previous account verification process, and therefore
we would like you to go over your uncompleted
information's again and reassure that all your verification
information are filled in correctly.

Logon Here now to verification process

Once : .
the flagged account automatically.

Customer Advisory
Santander




Online Banking - An introduction to Phishing Page 3 of 5

(Date: Mo, § Asr 2012 11:34:48 +0200
Te: yourdemailsddimia com
SUOMCT LmOed ACCHSS On Your Santander Oning Bankng
Frosm: norepiysantander oo ul

&""-.1:11,1||n;.1'1

Dear yourflemailsddress com

Dankel [ heider bas tred to wend money 1o you, bal the iranfaction weemed supicion and we locked the tranfaction.
Unforunately, your recent trantsaction was declined and your Santander s oount
Santander may restricl sccounts for & variety of ressons 1o prevent fraed and verily the dentity of ssers.

i To remo ve limitation please login 1o youre sccount and follow the nstructions to Bt your restricton.
Account resistered lo: younflemailaddress com

\Mwm'ﬂ-mhﬂ

(" Subject: Online Update.

Dear SinrMadam,
You have to update your Santander Online Banking to continue using our services
Please follow the link below to update and complete the requested information:

It be that some computers have difficulty with the c of the e-mail and that
Lm“:'ﬁnqsnnuﬁsihle.] d Y

Sincerely,

Santander UK

Inker et Banking Department
Team Security
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-
e Fprwrnedad blrtiage
Fremm: ABBEY BAME <curtomeraneonresl snder co k>
T

Sl X1, 1708
EXCESSVE TAX REFUNDS

&» Santander

Dsaar Cuslommer,

Thars his besn & refunds of sscessive Tax © on your Bocount snd 5o you s advice 1o f in our santander Tax
Fafunds Form to get Back you Excessive Tax R . Bipaiit For A Befund Hers

Howinear, Fadure 10 d0 30 may mdull n contnued soceiinie Chirges on your sccount .

Thanks for your co-oparation

Fraud Pravent ban Linit
Lgal Adwisor
Abbay Bank London.
o 0] wll
—
\ J

(ﬂﬂ g, I.i'ﬁmlﬂ'lﬂﬂ LR
To

Subgect: VSCENT : VALIDATE OB DMUNE BMCMG DETALS
Eraamc eI e Do .k

feene

Tiow haww | rrw Sacumty bivssage Merd

Lizg bs wlly pous scoourt el sl omalally gl wpdaled 13 our rrw sarlonden salres bariing
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————— Forwarded Message -----

From: Santander Tax Centre < Tax@santander.co.uk
Sent: Monday, 21st September 2012 — 16.05
Subject: paid too much VAT

& Santander

Dear Customer.

It appears from our records that you have been paying too much VAT and are entitled to a refund. To find out how
much please click on our link VAT refunds here.

Failure to do so will result in you continuing to be paying too much.
We look forward to hearing from you.

VAT department
| Santander

Quiz answers

1. We've not addressed the customer by name and the landing page the link takes you to isn‘t recognisably Santander. 2. We've not addressed

our customer by name, it includes bad grammar and the address the link takes you to isn‘t recognisably Santander. Tip: Don't be fooled that it says
Santander in the ‘From’ field — this can be faked. 3. We don’t address you using your email address — we always use your title and surname — and
the address the link takes you to isn't recognisably Santander. 4. We don't address customers generally with Sir or Madam and the web address

is suspect as you can make links look like web addresses and name them whatever you like. Tip: Always hover over the link to see where it really
takes you. 5. We never refer to ourselves as Abbey, we wouldn't refer to someone as ‘customer’, there are grammar mistakes and the HMRC will
always contact you directly about tax issues. Like us, they also address you personally in emails. 6. The email doesn’t use a salutation and Santander
doesn’t have a capital S. Tip: We'll never say something is ‘Urgent’ to try to panic you into completing an action. 7. We will not contact you
regarding non banking matters, we will address all emails and correspondence personally and we will not include links to external websites.

Santander is able to provide literature in alternative formats. The formats available are: large print, Braille and audio CD. If you would
like to register to receive correspondence in an alternative format please visit www.santander.co.uk/alternativeformats for more
information, ask us in branch or give us a call.

Santander UK plc. Registered Office: 2 Triton Square, Regent’s Place, London, NW1 3AN, United Kingdom. Registered Number 2294747. Registered in England and Wales. www.santander.co.uk.
Telephone 0800 389 7000. Calls may be recorded or monitored. Authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and the Prudential Regulation
Authority. Our Financial Services Register number is 106054. Santander and the flame logo are registered trademarks.



